STATE OF ALABAMA

Information Technology Policy

Policy 670-05: Intrusion Detection/Prevention

OBJECTIVE:
Establish the responsibilities for the deployment of intrusion detection and prevention
capabilities on State of Alabama computer and network resources.

SCOPE:
This policy applies to all State of Alabama networks and application servers.

RESPONSIBILITIES:

State of Alabama organizations shall, in accordance with applicable standards, position
intrusion detection and/or prevention capabilities on networks and application servers
commensurate with classification and criticality of data processed based on level of risk to
unauthorized access.

Information Services Division (ISD) of the Department of Finance shall provide a list of
approved intrusion detection and prevention products for State of Alabama organizations to
reference for purchase. Organizations shall adhere to the approved products list for
standardization.

ENFORCEMENT:
Refer to Information Technology Policy 600-00: Information Security.

Signed by Jim Burns, Chief Information Officer
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